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1. General
These specifications shall apply starting from 25 September 2018.

All VIE Network services are provided to customers that qualify as entrepreneurs within
the meaning of section 1 Consumer Protection Act (KSchG) and do business on the
Vienna Airport premises or the premises of Vdslau Airfield (Customer) on the basis of
the terms of these specifications (SPECs), the relevant Fee Regulations (FR) and the
General Terms and Conditions for ICT services of Flughafen Wien AG (ICT GTCs), all of

which as amended.

2. Specifications

2.1. SERVICE DESCRIPTION

FWAG shall make the following network services available within the scope of VIE
Network which will be provided via the network infrastructure of the Vienna airport.
Generally speaking, the VIE Network services are intended to provide high-quality wired
networks in individual areas and between customer sites as well as WLAN networks in the
serviced areas of the FWAG grounds. VIE Network services do not include internet access
which is to be provided separately by the customer as needed.

In addition, certain VIE Network services can only be ordered from third-party internet
service providers to establish a connection for their customers located on the grounds of
the FWAG via the FWAG point-of-presence areas (transfer point between FWAG and

providers).

A prerequisite for the availability of the VIE Network services described below is the
positive outcome of technical feasibility testing in accordance with section 6 of these
SPECs.

All network capacities shall be available on the basis of a best-effort principle. The FWAG
network is designed for a standard bandwidth of 1 Gbps. Network services with tiered

bandwidths are described accordingly in this document.

Vienna
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2.1.1. VIE LOCAL LAN

With this service, FWAG provides a network connection within a building. This will enable
the interconnection of clients within a building. As part of the technical check, FWAG

assesses, based on structural circumstances, whether building limits are being exceeded.

The VIE Local LAN service must be ordered separately for each requested participating

terminal device.

Service Maximum bandwidth
VIE Local LAN 1000 Mbps

2.1.2. VIE LOCAL TRANSFER STANDARD

With this service, FWAG provides a network connection that is routed within a building of

FWAG. This will enable the interconnection of clients

The customer is permitted to distribute the network signal to a specific number of devices.
Depending on the maximum number of participating clients, one of the following VIE Local

Transfer packages will need to be ordered.

Maximum number of

Service . . Maximum bandwidth
devices/participants
VIE Campus Transfer Standard 25 1000 Mbps
VIE Campus Transfer PRO 1000 1000 Mbps
2.1.3. VIE CAMPUS LAN

With this service, FWAG provides a network connection that reaches across buildings in
all the serviced areas of the airport grounds. This will enable the interconnection of
clients within the FWAG grounds.

The distribution of the network signal is not permitted. The VIE Campus LAN service

must be ordered separately for each participating device.

Service Maximum bandwidth
VIE Campus LAN 1000 Mbps

2.1.4. VIE CAMPUS TRANSFER

With this service, FWAG provides a network connection that is routed through all the

serviced areas on the airport grounds. This will enable the interconnection of clients
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within the FWAG grounds.

The customer is permitted to distribute the network signal to a specific humber of

devices. Depending on the maximum number of participating clients, one of the following

VIE Campus Transfer packages will need to be ordered.

Maximum number of

Service . . . Maximum bandwidth
devices/participants
VIE Campus Transfer Standard 25 1000 Mbps
VIE Campus Transfer PRO 1000 1000 Mbps
2.1.5. VIE SITA LAN

This service provides SITA customers the opportunity to connect their site to the SITA
APH (Airport Hub VIE). The following bandwidths are available.

Service Maximum bandwidth

VIE SITA LAN 20 Mbit 20 Mbps

VIE SITA LAN 100 Mbit 100 Mbps
2.1.6. VIE ACCESS LAN

With this service directed to third-party providers only, we offer the possibility to connect
potential FWAG tenants with an existing point of presence in one of the FWAG transfer

rooms and to supply them with their services.

Service Maximum bandwidth

VIE Access LAN 19 Mbit 19 Mbps

VIE Access LAN 99 Mbit 99 Mbps

VIE Access LAN 399 Mbit 399 Mbps

VIE Access LAN 1000 Mbit 1000 Mbps
2.1.7. VIE ACCESS LAN BACKUP

This service can only be ordered in addition to another VIE Access LAN service (VIE
Access LAN basic service, see subsection 2.1.5) and offers the same bandwidth as the
relevant VIE Access LAN basic service. The backup connection may only be used in the

event of technically verifiable downtime of the VIE Access LAN basic service.

2.1.8. VIE WIFI BASIC SERVICES

With this service, we offer the establishment of a WiFi network. The following packages
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are available for selection.

Basic services Included access point Maximum bandwidth
VIE WiFi Access Point Cisco 1815i (or similar) 100 Mbps
VIE WiFi Local Cisco 1815i (or similar), if required 100 Mbps
VIE WiFi Campus Cisco 2802i (or similar), if required 100 Mbps

VIE WiFi Access Point
In the context of this service, FWAG shall install, configure and operate a wireless access
point (incl. an own SSID) in the customer's contractual premises. The establishment of a

customer-specific SSID is only possible in specific areas on the FWAG grounds and is

evaluated in the context of the feasibility check. VIE WiFi Access Point must be ordered

for each access point.

VIE WiFi Local

In the context of this service, FWAG shall install, configure and operate access points
with FWAG-owned SSID in the customer's contractual premises. Use is permissible only
inside the contractual rental premises. VIE WiFi Local must be ordered for each

participating terminal device.

VIE WiFi Campus

In the context of this service, FWAG shall install, configure and operate a wireless access
point with FWAG-owned SSID in the customer's contractual premises. It is possible to
connect locally separate customer premises at the location (e.g. shop in the terminal,
office in the Office Park). VIE WiFi Campus must be ordered for each participating

terminal device.

2.1.9. VIE WIFI ADDITIONAL OPTIONS
Service Combinable with Description
VIE WiFi PSK VIE WiFi Access Point Pre-Shared Key Authentication
VIE WiFi Certificate VIE WiFi Local, VIE WiFi Campus 802.1x Authentication
VIE WiFi Radius VIE WiFi Local, VIE WiFi Campus, VIE Customer-owned Radius server
WiFi Access Point (Radius proxy)

VIE WiFi Local PSK

Authentication is ensured via a pre-shared key (WPA2 or newer).

VIE WiFi Certificate
Authentication is ensured via an 802.1x certificate issued by FWAG. This allows access to

customer-owned networks. Certificates shall be installed exclusively by FWAG emplovees.
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VIE WiFi Radius

Establishment of RADIUS proxy forwarding to a customer-owned RADIUS server. In this
case, authentication is established via customer-owned 802.1x certificates. This allows
access to customer-owned networks. Installation of the certificates on the terminal

devices shall be performed solely by the customer.

2.2. TRAFFIC MANAGEMENT MEASURES

In principal, all types of data are transmitted equitably. In order to allow interruption-
free operation of sensitive services such as voice over IP (VoIP) during data traffic peaks,
FWAG shall reserve the right to categorise and prioritise data traffic. This measure is to

ensure proper service functionality taking into account special technical requirements.

Additionally, FWAG can apply mechanisms for identification of and defence against
cyberattacks (e.g. DDoS attacks) which aim to guarantee the quality of the network

connection and have no adverse effect whatsoever on the customer's privacy.

Furthermore, FWAG reserves the right to undertake anonymised, aggregated network
load analyses in order to be able to perform medium- and long-term capacity planning

with appropriate quality.

The quality of network access for customers and their privacy shall not be impaired by

the traffic management measures mentioned.

3. Minimum contract period

The minimum contract period for VIE Network services is 12 months, provided that no
other minimum contract period has been agreed. Following the minimum contract period,
the contract term shall be renewed automatically by another calendar year, provided that
the contract has not been terminated. Both contractual parties shall be entitled to
terminate the contractual relationship subject to a one-month notice period after

expiration of the minimum contract period.

In the event of early termination of the entire contract or individual items therein, all fees
outstanding until the end of the relevant minimum period shall become due. Fees shall
not be applicable if the contractual term is terminated due to reasons for which only

FWAG is responsible.

Vienna
Airport
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4. Network termination point

FWAG shall provide the contractual services at each network termination point. The
network termination point including any necessary plug-in cards or modifications and the

associated cabling are provided by FWAG. The network components or the network

termination point delivered by FWAG shall remain the property of FWAG. Software

updates or upgrades for these devices may only be performed by FWAG technicians.

After termination of the contractual relationship, all network components must be
returned to FWAG immediately. FWAG reserves the right to charge the respective fair
value for any network components whose visual or technical condition does not

correspond to the ordinary wear and tear to be expected in office environments.

It is possible to connect devices of own choice with the FWAG network termination point.
FWAG shall not be liable, nor shall it assume any warranty or provide support for any
devices not provided by FWAG. These devices, their operation, configuration and
maintenance shall be incumbent solely on the customer.

The following points describe the physical network termination points of the individual

VIE Network services.

4.1. VIE LOCAL LAN, VIE CAMPUS LAN, VIE CAMPUS TRANSFER,
VIE SITA LAN

The transfer of the network signal shall ensue via standard RJ45 port at an agreed

existing network socket (FWAG standard) in the customer's premises.

4.2. VIE ACCESS LAN, VIE ACCESS LAN BACKUP

The transfer of the provider network signal is provided by standard RJ45 port at the point
of presence (transfer point between FWAG and third-party provider) of the relevant
internet service provider at the Vienna Airport and includes the distance from the point of
presence to the contractual network socket (FWAG standard) representing the network

termination point.
FWAG shall be responsible for the communication of the network signal from the internet

service provider's point of presence at the Vienna Airport to the network termination

point at the end customer's premises.

Vienna
Airport
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The network termination point is a WiFi Access Point in accordance with subsection 2.1.7.

4.3. VIE WIFI

This access point must be connected to a standard FWAG network socket that is supplied
via an FWAG switch.

5. Quality and service management

5.1. Service Level Agreement (SLA)

FWAG shall guarantee the following quality standards for VIE Network services to the

next network connection point:

Availability: 99.5% per year
Generally speaking, the selected VIE Network service shall be
available to the customer without restriction at the
abovementioned percentage value, to the extent permitted by
utilisation rate, traffic situation or the operating condition of the
national or international telecommunication systems and
networks used.

Service time: Monday to Sunday 7x24
During this time, the selected VIE Network service shall be
available as planned. The central network components of FWAG
shall be monitored by the IT Operation Center of FWAG and
repaired in case of failure. There are no plans to pro-actively

notify customers of potential disturbances.

Support hours: Service desk: Monday to Sunday 7x24

During the time indicated, the IT service desk shall be available
to customers for receipt of trouble reports at the telephone
number provided in subsection 5.3.

Service engineers: working days Monday to Friday 8 am - 4
pm

During the time indicated, FWAG service technicians shall be
available and shall begin the troubleshooting process or resolve

the issue when a trouble report is issued.

Response time: max. 1 hour, 90%

During this period, a first response shall be provided by
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Repair time:

Maintenance window:

'/

qualified staff of FWAG in 90% of the cases.

10 hours MTTR
Repair time shall be the time between issue of a trouble report

by the customer and resumption of operation if the disturbance

lies within the remit of FWAG, with the exception of a
malfunction of the terminal device.
The applicable standard for the repair time indicated shall be

MTTR - mean time to recovery.

Monday to Sunday 10:00 pm to 6:00 am

During this time, FWAG shall perform maintenance tasks that
result in an interruption of service. FWAG shall inform the
customers of the scheduled maintenance (by telephone or e-
mail) at least five (5) working days prior to the maintenance
date. The customer shall designate a contact person for this.
Technically necessary maintenance to be performed outside of
the maintenance window shall be performed by appointment

only.

5.2. EXCEPTIONS

Network components not provided by FWAG shall be exempted from the SLA.

The following shall be exempted from the calculation of service availability as well as the

calculation of SLA times and of the quality standards indicated:

» maintenance activities announced by FWAG;

» changes and new installations ordered by the customer that result in the

temporary or permanent deterioration of service quality;

» malfunctions caused by the customer (e.g. improper handling);

» prevention or delay of the re-establishment of service caused by the customer's

failure to provide necessary support in accordance with cooperation obligations

(e.g. providing access to the customer's premises or sufficiently qualified trouble

reports;

» possible delays in fault elimination not caused by FWAG but by a contracted third-

party company; these times are not taken into account and are considered a

third-party delay;

» malfunctions due to emergency situations and force majeure; particularly, this

includes exceptional weather conditions and natural events, landslides, flooding,

Vienna
Airport
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lightning or fire, strikes or riots, war, military operations, terrorism or public

insurrections, etc.

Only such events can be taken into account as failure-relevant as are reported to the
FWAG IT service desk in a trouble report submitted by the customer and that result in

remediation of the disturbance by FWAG.

5.3. CONTACT

The customer can report impairments of the service provided by FWAG via the FWAG IT

service desk as follows:

Telephone: +43/1/7007/25353

E-mail: sbi-servicedesk@viennaairport.com

5.4. ACCESS TO THE CUSTOMER SITE

Where necessary for maintenance and error resolution activities, the customer shall grant

FWAG and third parties commissioned by FWAG access to the customer's site.

5.5. NOT INCLUDED SERVICES

The cost of FWAG maintenance and error resolution activities shall be borne by the
customer where it is determined that the error did not occur in the transmission path

provided by FWAG or was caused by the customer's improper handling.

6. Service availability

The availability or technical feasibility of a VIE Network service at the customer site in
Vienna Airport or Véslau Airfield depends on various factors and is checked separately by
FWAG technicians. The VIE Network can only be realised following a positive assessment

of technical feasibility.

If they are technically feasible, the following services shall be considered included
standard installation measures for connection to the VIE Network services.

» assessment of the local circumstances;

» on-site installation of the network components in the FWAG switch;

» on-site establishment of the connections (patching) in the FWAG switch;

» establishment of the standard configurations;

» brief explanation and handover of all hecessary configuration details and access

data.

Vienna
Airport
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In any case, excavation work, cable laying or measures requiring services from third-

party providers are not included in the standard installation measures.

This information shall be applicable to both first-time establishment and to relocation.

7. Legal notice

Flughafen Wien Aktiengesellschaft

Registered office: Schwechat

Company register court: Korneuburg Regional Court
Company register number: 42984m

VAT Reg No: AT U15447005
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